i
ebsite ua: WordPress |

— e —

dHSuWJAUGuIU

N

lagy
ulg oAQLsn v1dYY

BABAANE A
oA ANAD VW (W

FABABAT BoBaO

R A ' V2.0

BN e ehnnon s

A VRN A\

10 1430 "



NISNIVIUUDVS:UU website



NISNIVIUUDVS:UU website

_| DNS Server / DNS ’

Web Browser L Resolver J

RlGISun URL Wiu Web wJav URL t0u IP Address
Browser 13u Chrome ,Safari

k Web Server / Host

Server AlAU Website



NISNIVIUUDVS:UU website

'd Web Server / Host
y/ A Y/

[ A URL WU Web wlav URL tUu IP Address Server filfiu Website

Jll ONs server/ DNS
1 Resolver

https://www.domainthai.com/domainlist

URL (Uniform Resource Locator)

Domain



NISNIVIUUDVS:UU website

‘ DNSSEIVERADNS ‘ 4 Web Server / Host
k Resolver J ‘
N, y/

HIBISeA URL WU Web uJav URL (DU IP Address Server filfiu Website

Browser U Chrome Safari

Iy
R

Bandwidth

Storage

Performance udv Web Server (1)

1. CPU HudgUs:udawadoya

2. RAM Hubgvalnudayaugund

3. Storage WundKSulnudoya file VDO ,sU
,Data base

4. Bandwidth USuirumissudvdoya (Data-
Transfer) Nnvautnasiia
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DNS Server / DNS

Web Browser

HIBISeA URL WU Web
Browser U Chrome Safari

Premium

$109  SAVE 75%

$2.99/mo

+2 months FREE

$7.99/me when you renew

Top Features

Standard Performance
100 Websites
100 GB 38D Storage
Weekly Backups

+ Unlimited Free SSL

+ Unlimited Bandwidth

+ Free Email

+ Free Domain ($9.99 value)

¥ Free CDN

Everything you need to create your website

® 00 a8

Web Server / Host

Resolver

N

wuav URL 1UU IP Address

Business

Level-up with more power and enhanced

features

$13.99 SAVE 71%

$3.99/mo

+2 months FREE

$8.99/mo when you renew

Top Features

+ Increased Performance (Up to 5x)
100 Websites

+ 200 GB NVMe Storage

+ Daily Backups ($25.08 value)

+ Unlimited Free 3SL

+ Unlimited Bandwidth

+ Free Email

+ Free Domain ($9.99 value)

+ Free CDN

@

@ ® @ 0 @ 6

N

Server ALfiu Website

Cloud Startup

Enjoy optimized performance & powerful

resources

$2498 SAVE 60%

$9.99/mo

+2 months FREE

$19.99/mo when you renew

Top Features

+ Maximum Performance (Up to 10x)

+ 300 Websites @

+ 200 GB NVMe Storage

+ Daily Backups ($25.08 value)
+ Unlimited Free SSL

+ Unlimited Bandwidth

+ Free Email

+ Free Domain ($9.99 value)

+ Free CDN

® 0@ e ae e

Performance udv Web Server (2)

5. Domain support SovSU Domain A
Domain

6. Automatic backup system s:uudisov
doyasalulduuusigiu

7. Dedicated IP Address {8 Dedicate IP
Address
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Application Level Application Level
WordPress ,Joomla
,Magento

: Iasvasivs:uu software
34 Party Plug in 3rd Party Plug in

sgulngulasvasivs:uuuov Web Server
Ltheunu PC

MS Office ,Adobe App

System Application

cPanel Plesk OS Level

Windows ,Linux
OS Level ,MacOS

Windows server ,Linux




WordPress

@ Dashboard Dashboard

Home

Updates {1

WordPress (135aiwsad) lus:uusanistion
BUlsARSDISuNIN Contents Management

Learn more about the 6.1.1 version. System (CMS) $v Onvdou Front End ,Back
Endua:dddamsgiudoya MySQL

WordPress iJdouuUs:nou Ad

I Kinsta Cache

Welcome to WordPress!

A Posts
93 Media

B Ppages

Y Lasso
® Comments

Author rich content with E Start Customizing WordPress Core
blocks and patterns Configure your site's logo, header, ¢ Theme

menus, and more in the Customizer.

- Rank Math

lementor

Block patterns are pre-configured block . Plugi n

¥ Templates

layouts. Use them to get inspired or Open the Customizer
) create new pages in a flash.
¥ Appearance — = o 7
Add a new page lagnisdanisnoruaawisanlan Dashboard

A¢ Plugins @

- goRidludavidsnandoulAaoy
# Tools

[} Settings - Rank Math Overview AV A Quick Draft



Role & Position

Subscriber piuLliorognulaed

Contributor quaauldamiAchiovideu liawsatwsuwsla

Author qQuadsullisrinvruauavauVIaINgUWSLTDHIA

Jdamisnisiiviuyav WordPress gatduddiu Theme Plug in
qQuaddutlipHInvKuQ

Jan1snsniviuuDY WordPress NUHUQ

qQuaddus:uugiudoya

Network Admin qQuaabus:uunisiBoucio

System Admin QUas:uU website NVHUQ

Role .
AusUvKUAtunIsNIviIulus:uuU web
management



Role & Position

Subscriber

delete_posts
edit_posts
read

Author

* delete_posts

* delete_published_posts
* edit_posts

* edit_published_posts

* publish_posts

* read

* upload_files

Editor

delete_others_pages
delete_others_posts
delete_pages
delete_posts
delete_private_pages
delete_private_posts
delete_published_pages
delete_published_posts
edit_others_pages
edit_others_posts
edit_pages

edit_posts
edit_private_pages
edit_private_posts
edit_published_pages
edit_published_posts
manage_categories
manage_links
moderate_comments
publish_pages
publish_posts

read
read_private_pages
read_private_posts
upload_files

activate_plugins
delete_others_pages
delete_others_posts
delete_pages
delete_posts
delete_private_pages
delete_private_posts
delete_published_pages
delete_published_posts
edit_dashboard
edit_others_pages
edit_others_posts
edit_pages
edit_posts
edit_private_pages
edit_private_posts
edit_published_pages
edit_published_posts
edit_theme_options
export

import

list_users
manage_categories
manage_links
manage_options
moderate_comments
promote_users
publish_pages
publish_posts
readA_private_pages
read_private_posts
read

remove_users
switch_themes
upload_files
Customize
update_core
update_plugins
update_themes
install_plugins
install_themes
delete_themes
delete_plugins
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AsaLdunIswcuul website uu WordPress

K1 YaUs:avAudv website

M Data Category

N1 Site Map

N1 Demo Q28 Wireframe ,Mockup
,Prototype

tlaon Theme Editor

LWU Content

Deploy / Public

nunou

Awn

0 N O U»
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1 - Design Interview

W naed T determing wivs W are. Whak ysour
brand woica is and what your market space is
lesakingt for,

Think af this a5 & “twa-wiy" research drive, to
deterrmine not only haw best to represent your
value, but to explore the values your cone
audience |5 looking for and help you resonate with
thermn

2 - Design Presentation

Like choice? We wil detivar three design concepts
fier you to sebect from,

Waturally, there will be a comeman theme, bul we
sfrive to think autside of the bax and carme up
with different solutions for you to reviee and
discuss with ws. This brainstorming and
comparison part ks often where the best ideas
come fromd Dnce & clear cptlon has been chosen,
wie will miowa forwarg with any agjustrments you

have nobad.

Website Propose WaQ31ianus:avAuov
Web Guﬁaonl‘lsrhazlls dHsSumMuUOUNSWeNS
workload tASovijonotdua:Govld
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Name

Customer Address * Customer's mailing address for invoices 4]
For mast erders, the billng and mading address are the same

Customer Credit Card Data  Credit card number, expiration date, cardholder name £
CVCis not stored

Customer ID Cusiomers name and internal ID 4@

Customer |P address IP address of customer placing order L0

Used to check i entered country and country IP malch for tax calculation purposes.

Employee Address Emp ddress, email, and telephone number |
Employee Bank Details Employee bank account number 40
Employee ID Employee name and internal office IDs ra
Order Details Order number, customer ID, order items, item codes, prices and quantilies, bill amount L@

Salaries *

Information for payment of employee salaries

Data Category W_.\.;a

* Q31 content NApVUNWNTUUUIHUUWY 16U
text ,image ,video file

« UoyanignmeludsSomeauon

+  dHSuapnuUUU Database

« Woauhludam Site map
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WWW

i L
: . : v v ! e
m _
O
[ —
Theme Page Editor / Builder
Content
 Deploy/Public

N1N1SDDNILUU Sitemap GovriRananaov
AU data wa:WudasAuRS lasunasguo:i
Sitemap Adovilu Website 3 dufid

1. Home

2. Aboutus

3. Contactus
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Prototype

Wireframe

1 r P r-——— .0
o O t LR
/ " Graat Learning
: ‘ Over the Cnline e/
_ . . a

N————r

Theme Pag Editor / Builder

Content
| ———

Wireframe + Prototype Jdan site Demo (28 Wireframe ,Mockup
HSD Prototype IWon1sdaaislRasviu

Mide wiisien g HOME Pﬂl Features ?!1 - - L — .
e 3eé7] At tndpviianteuldfauda Figma
' :SE i > ]
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Ea] = W=

=




UyuQouNISWoUUN website uu WordPress

The Future of WYSIWYG

L 4 0

pEnt V)

Drag & Drop Building True Visual Editing Custom CSS Control

Add, delete and move elements around Design your page in real time and see the Developers can easily combine Divi's

on the front end of your website. No results instantly. Create and customize visual design controls with their own

coding and no confusing back end your pages using intuitive visual custom CSS. Divi's interface is simple yet

R RS

Get -Involved!

Buildin;

easy.

also giv CaM 'ﬁfm :

- -
3

Blogs

SEND A MESSAGE

SUBSCRIBE

Sliders

Theme Page Editor / Builder

Content
R —

N1slaon Theme ua: Page Editor / Builder
(u WordPress Theme flU Page Editor /
Builder uuun:nuauwusnuamoao LWS:
Theme U Theme uufz?'[maW‘l flu Page
Editor / Builder AfKuatritdu
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b -5 Hello worldy) e asovsa[=]

£6 | Open i Lve Composer

g Vsl Tet P

mogh v B I EEUEEESREE
“-AvBOQEIBRNCO

1 am text block. Click edit button to change this text. Lorem ipsum dolor sit amet, consectetur
adipiscing elit. Ut elit tellus, luctus nec ullamcorper mattis, pulvinar dapibus leo, se———f

This is the heading

Click edit button to change this text. Lorem ipsum dolor sit amet, consectetur adipiscing elit.
Ut elit tellus, luctus nec ullamcorper mattis, pulvinar dapibus leo.

*EBCD

The Leading
Platform for

Web Creators

Visual  Text
= E 6 = =EEQPREE X

T n =
” =
= =] s
8 [
o Py

Publish

WPBakery Page Builder

® + B

+ o x

oN @
Posish +
Soanish +

e

35n1siaon Page Editor / Builder
mdviivaus:avAua:nnu:msidoiuildusan
lagan Page Editor / Builder niJ function
uInUAv:zAovMsnsweannsiunisidoiugo
Page Editor / Builder RIGAULNAD

Classic editor

Gutenberg by Kadence Blocks
Live Composer

WPBakery

Elementor

Divi

oV AWN
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WE'LLHELPYOU
ACHIEVE YOUR GOALS

37 12 900

STAY TUNED

OUR PRICING PLANS

25s
458

65%

[11
TAKE THE FIRST STEP.

WE WILL DO THE REST.

SEMI PRIVATE

READY TO TAKE
YOUR BUSINESS TO
THE NEXT LEVEL?

OURPROGRAMS

SEMI PRIVATE
TRAINING

Page Editor / Builder u1o(o:iJ template
ntdviulassuaaulrade
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envato

Web Themes & Templates Unlimited Downloads
themeforest

Alltems ~WordPress  Elementor Hostng  HTML  Shopify Jamstack  Marketing CMS  eCommerce Ul Templates  Plugins  More

#1 Best Selling

Professional WordPress Themes 8 Website Wookommisree The_ = N1staon Theme
Templates for any project : : :

Discover thousands of easy to customize themes, templates 8 CMS products,
made by world-class developers.

1 1d9n Theme KIHU=AUYAUS:GVA
lasvasivndavnis

2. HWIG Theme N Cross site scripts

3. aonlHaa Theme »1ARIHUSNSADIA

WordPress Themes eCommerce Templates Site Templates

Theusands of WordPress themes Beautiful website templates HTML and website templates
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JAast upaate
'ublished

} sutenberg
L Jptimized

: ligh Resolution

Vidget Ready

Jompatible
Jrowsers

lompatible With

oftware Version

‘hemeForest Files
ncluded

Weekly bestsellers

b May 2uza
24 July 2015

No

Yes
Yes

IE11, Firefox, Safari, Opera
Chrome, Edge

bbPress 2.6 x. BuddyPress
10.x.x, BuddyPress 9.x.x

Histudy - Online Courses & Education Wo...

by Rainbow- Themes in Education

$19
*ek kRt

"=

[ A——y—
Education
‘WordPress Theme
100+ Ubiue Festores - @

E 000 B0. Opemeie -

by sty

$69

Fekdedd (776 - _m,, B

7 dlear.

femixThemes

- Education WordPress Theme

* Edusion

Pro,
Visual Composer,
WooCommerce 8.X.X
WooCommerce 7.X.X
WPBakery Page Builder,
WPML

WordPress 6.4.x
WordPress 6.3.x.
WordPress 6.2.x
WordPress 6.1.x

Layered PSD, PHP Files,
CSS Files, JS Files, PSD

‘olumns 4+
Well D
ayout Responsive
‘ags academy, classes, course,

courses, education.
education wordpress
theme, eleaming, leamning
learning management
system, Ims, online
education, teacher,
teaching, training

Group Courses

Elementor Page Builder

WP Bakery Page Builder

Custom Certificate Builder

Advanced Search with Autocomplete
Masterstudy LMS Plugin for Online Courses
100% RTL Support

Offline Courses system with WooCommerce
Paid ad Free courses

Course purchasing with PayPal, Stripe
Course Rating

Several Header options

Built with Sass

Cross-Browser Compatibility: Firefox, Safari, Chrome, IE9+
Theme Options with Redux framework
Unlimited color options

Revolution Slider included

Responsive Layout on Bootstrap

Parallax and Video Background

880+ Google Fonts

Visual Composer Pagebuilder

24/7 Professional Support

Documentation included

Integrated Mailchimp Subscription

Regular Updates

FontAwesome icons

WPML localization support

One-click demo content import

Audio & Video embed

PSD files are included

3sn1stann Theme 1N
www.themeforest.com (envatomarket)

—

ldon Web Themes & Templates
L1aon WordPress
LADAKUDOHNADONS

&N Theme AdiDOMS

1GAUDIYaLA: requirement UV theme
. QLive Preview

OV N WN


http://www.themeforest.com/

UyuQouNISWoUUN website uu WordPress

L)
L J
s |
Tost PAGE ‘ .
What is the Difference O ° " Oeploy rpuic
Between Posts VS A A
Pages in WordPress @ suTror ~— ado Content

asoldorlagwasaundn Content AXSIVITU
sUuuu Page HSD Post soufivmsaauuia
voyalivlu wu (8n1s Emblem link ,ms(d
sU WebP @9 plug in lu WebP Express.
Imagify
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; —T
‘ gzl asunlag ‘
?  aouz wauwsud _1—_
LEHEUWSUAD v | RN ‘ EINLER _
= Ll %AF/
A ATTUSILIW LHEILWS p— —
' R ||
(@ wouns ’ i
O anaflasszasiamritu B
() dauén e
)

M weouwwsuauda: 20 a.a. 2023 van 18:53
A VoA uily ms Deploy / Public

il Post views: 512 Edit e - _ .
LWDds1vaduLtUaHILas» “Ads” Preview Nou

/! SEC: Not available Public nnASY Kinwuleyk TRUSUanu:du
/) Readability: Good auus1v H3D UsumsuavlRutdududd

are going through the trial & error process,
geing g P Copy to a new draft

Eewrite & Bepublish

shellganag alan
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2,345

28 bot sessions excluded

I i Users overview All users.

Live users
() 0 1.0 min ago -

.Q' 2'045 Unigue users .

@ Sessions with new users 2567 2000 @ @
@ Sessions with returning users 14.33% 336 L 0 [ ]
4
\ of
Top user See all users
46 sessions. Thailand - B

i Popular pages

URL parameters @ Off

Sessions @ Pages per session Seroll depth

28.04%

verage
it Insights
Rage dlicks @
@ 0.13%
3 sessions
Dead clicks @
o« 1.96%
46 sessions
Excessive scrolling @
p 0%
0 sessions
Quick backs @
4.95%
116 sessions
it Performance overview URL performance

Active time spent @

29 sec
out of 1.8 min total time

i My watchlist @

(&

Keep track of what you care about

‘Add to watchlist

i Smart events @

Show percentage of sessions (@ ) Off

nunou

HavoAweuwsUayalduadndsonisnauu
NUNJUIIRTBaRUAUDVAU website ogvls
lago199:rM User Case Test H3a(3LASDVUD
Wu Clarity g2ea39nla
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A

Your connection is not private

Attackess might Be trying to stoal your svlarmation Troem _

(for example, passwords, messages, or credit cards]. Learn mese

NET:ERR_CEAT_AUTHORITY_INVALID

[ Hotp impoeen Chesss pedurity by zonding URLY of gorme papes veu visil, Kmited switem
indpmation, god some gape fonsens 1o Googhe. Frivagy oodoy

Website Not secure /Connection not
private

1Aa91n Domain ARGV ILTTETLRU
Protocol HTTPS Uo3uUu Website nn
Website Gi9vul3 Protocol HTTPS Knl3we o
uA HTTP 9:9n Browser Upv31 Website (U
Jaoang

Wwalde : Browser v:=Atéiou UoAululsoN(s
ua:uwanu SEO

58uAly : Gadv SSL / root CA
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KEY STEPS OF A BRUTE FORCE ATTACK

4 | -
a
Attacker . :
Guess List Repeats Login Successful
of Username Attempts Credential
& Password Until One is Validation

Combinations Successful

Brute force

WunisloudissuunpuwoLaaSshaKUY RGNS
torsHarunnaUWululduavddnusiuud
a:kan

wWwalde : AU bandwidth (nsetNLQ) LWOhdvo
szuulaglulasuausund

58unTy : WWasu admin path Strong
password
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Backdoor

REVERSE SHELL

52UDVS:UUSNUIAIULUAYARDDNUUUKSD
qQuadvtonvl3 lagilunalnaduniv
8OWALISHSPTSQUDSNTEUIUWIUNISADUAL
A>IWUUAY WaLdanvlRWlUUs:aoAdaiuisa
Wwhulus:uuuazAaAduLdeHgla

2
¢l

walde : szuulaglulasuousund

3sunlu: dwilan Version WordPress,
Plugins, Theme ,aans(8 Plug in
,Security software

BACKDOOR
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DDOS

Distributed Denial of Service K52 DDoS Fid
mslhudinolsluassUuuukiv lagidsuuuu
Msloud Ao uantnaso:mnsav traffic S
AuaiivdayasinHansarenlugodulsd
naovnislouGwsou a AU

-
-

walde : ﬁ1lﬁl5ulzjc1uuuU§u1fu traffic UIn
LAUNIALESWIDDS:=awisasovsula dowalk
Bulsdaliawwisalgoiula

55unlu : Firewall
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Data breach (Data Leak)

AD msa:llﬁommsmss’nmnmuﬁuno
Jaoanenuilug nisiiaig nisgeyrie Ns
unlu mMswawwe ua:nmswwnavlasiulasu
o] UaValyl

walde : UoyasHaasoagneuon

3sunlu : hashing data
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P TR i 7 A

P P~ e = R
Ca [ 1 i L P e A P e T g e =T
BT

au THeaufnas osnnda
PR al-2= L

wansaE Sy weEusnie i U TR
0 T T

idnaanilandl vl ety niindu

Virus / Malware

[$atu5ulsd (Web-based malware) HEai
1SgndTauds (Web malware) Anlusunsu
ABUWILRSNDNDRNLUULWDIMANUIEUHY
HSorhatedayavulbulsdxSalugunsniuav
RIBNIBUIBUTBAUU a lagddulinddaudsn
iInguwsWiudUlsa:o3anus:avAaiwouluy
Joyadoucd, Mmanedoya KSos:uaua:
uwsas:oelugolnSauigdu a

WaLde : website AGQ Virus d:uwsns:ong
Virus ¢id ,Search Engine Janun1suavlRu
Browser lupunualKLN{Gou ,Joyalu Web
server l3YH1Y

3sunly : Security software
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SQL injection

Hacker ri:ﬂﬁlﬁa database error KS2(8ANdV
Query IWWdSuUoyalu Database

walde : OoyasslHa

5sunlu: dwlan Version WordPress,
Plugins, Theme ,hashing data

SOL Injection




Asloud / anumsadludanany

>
[

Cross site script (XSS)

Attacker malicious script Website

Cross-Site Scnptmg (XSS) lUUSUllUUHU\)
yovMs injection Bv Script ntUuaumswo-
an inject 1IUIuSulsdnUanansua:igodio
1§

walde : Aa Virus ,Malware ,Backdoor

3sunlyu: dwian Version WordPress,
Plugins, Theme ,hashing data

malicious script

Website
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Man in the Middle

WuNMsandoyangs:H310ADUWILADSIDV
LASDY La:awisaanvuMIssudvioyacio

walde : Ooyasolka

3sunlu : White list ,End to End Encryption
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Your personal files are encrypted! Ransomware

Wone rreoctant flas enoryplion produced o th Compule photos, v,
SOUmEntE, #10. BIEE 8 3 compidte T of enerynted Fibn, and you £30 pepanaly vty

Wudauwds (Malware) Us:tnNKUvATANUEU:

1

Ercyaton s socced i  unkaue b iy RSA2048 oevanted for s msriviunuandiviudaudsus:tnndu a Ad

Toe sngle copy of the private ey, whith will Bidn i B0 Stnyt the flbs, located IUIOﬂﬂE)E)ﬂllUUU‘IlWE)UIUEJUE)UEIUE)\)mU\)‘lu

57 3 SHOML Senr 00 The Titeenets tha strver vl destroy the sy et 3 tme . . ° - e YW = -

goetfe r Ihg Rt Ate 1L nebody and never will be BB to reitece e, llC‘IE)EJ‘I\)fO llC‘IO:mﬂ‘ISlU‘lSHaHsaaE)ﬂIWa

To obEain [he prvate oy for tha somputes, whah wil 3Utamatcaly Seomvat T v

el 1o 0oy 300 USD [ 300 EUR ¢ sl amount 0 E0other Curandy.

e e Wwalde : Uoyasolka ,Joyagnldiska ,any

Ay attempt to semane oF damage This softwaee wall kead Eo the Eamedate v v v v v
Provate bey wll b chmotremesd en destroction of the privale key by seneer. nsstvﬂ

LOf 122013
Fi15 AM

5sunlu : owian Version WordPress,
68:28:10 Plugins, Theme ,Security software
,Data backup
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— X
aaav SSL / root CA

- Commercial SSL (DV Commercial Wildcard Sectigo Premium SSL

ssL) ssL (OV ssL) AsGacv SSL / root CAmlalagnisso SSL
SSL stinsusavanuliuiswavlowu SSL stiasusovawibuiFwaolowu SSL stinsusavlauuna:tausen cul-] IJ |.|.U U ﬁ ﬁa\)ﬂ1 Sti’-

AsaunaUMsIBOLLLL 1 Tawu aAsaunauRvlaWwuLaBUlaWU AsauAauMstBouLLL 1 Towu

599 ving 2,199 vng 2,999 ving

wawaums
DOMAIN DOMAIN M DOMAIN v
Secure HTTPS O Secure HTTPS \_/ Secure HTTPS

Sub: Sudomnagodos

BROWSER BROWSER BROWSER
Padlock visible Padlock visible Padlock visible

Contributor quaduidorAdiaudeu liawnsareuwsia ‘

Author quadduidiomiionuauavausuazweuwsIdomIa

WARRANTY = WARRANTY WARRANTY
EUR 200,000 EUR 200,000 sup>$250,000

Samsmsriiuuoo WurdPr)ess ﬂzmiua':u Theme Plug in
quadbuidomRonua

< ENCRYPTION & ENCRYPTION ENCRYPTION
256-bit strength 256-bit strength 256-bit strength

Database Admin Quadus:uuTLToYa

Network Admin quadus:uumsidouda

s CEZEs]

Admin Samsmsioiuuao WordPress forua ‘

Quasuy website fomua
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wWagu admin path (1)

Una link Tumstdnds:uud:aglusy www.yourdomain.com/wp-admin nstUasu path uav admin fld 2 uuuAsilasu

Q2 plug in WPS Hide Login

WPS Hide Login > Activate

Change wp-login.php to anything you More Details
want.

By WPServeur, NicolasKulka, tabrisrp

(525) Last Updated: 1 month ago

200,000+ Active Installations ¥ Compatible with your version of WordPress

WPS Hide Login

Meed help? Try the support forum. This plugin is kindly Brought to you by WeServeur (WordPress specialized hosting)
Discover our other plugins: the plugin W2S Bidouille, the plugin WPS Cleaner and WPS Limit Lagin

Login url http:/ftur . petost dnfal?  login

Protect your website by changing the login URL and preventing occess to the wp-loging

Save Changes

o

=t
=
Cl
C
D
>
(7]

Sudomaghoides

Contributor quaduidorAdieadeu liawnsameuwsia ‘
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wWagu admin path (2)

5n38ApnsuA config file A wp-includes directory file general-template.php laguAludud

$link = '<a href="". esc_url( wp_login_url($redirect) ) . ">'. __('Login’) .'</a>

Comment the line with two forward slashes //

$link =";

The final code should look like this:

function wp_loginout($redirect =", $echo = true) {
if (!is_user_logged_in())

//%link = '<a href="". esc_url( wp_login_url($redirect) ) . ">'. __(Log in’) .'</a>";
$link =";
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15 Strong password (1)
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15 Strong password (2)

~ HS2l3 Google Authenticate 35{3vufD Govdiadvy Google Authenticate Application uu Mobile Device

' Google Play  Games  Apps  Movies &TV  Books  Kids a ® 4

Google Authenticator

Google LLC
ATw 100K+ |
AR0K revinws Dowrilkaads Esaryana 0

App support
||| | | N More by Google LLC -
[ 9
Google Wallet

Gangle LLE
4Adw




5sUpvAu / uAUTYKN

15 Strong password (3)

&

miniOrange 2-factor authentication Setup

Let us help you get started

This wizard will assist you with plugin configuration and the 2FA settings for you and the users on this website.

ndudadv MiniOrange’s Google Authenticator Plugin

[
miniOrange 2-factor authentication Setup

(7 Inline Registration  (*) Choose User roles () Grace period

Prompt users to setup 2FA after login?

the users ptad to set up the me and
password. Users can select from the list of all 2FA methods. Once selected, user will ssiup and wil login to the.
site Leam more.

© Users should setup 2FA after first login.

® Users will setup 2FA in plugin dashboard
Skio Sewp

Inline Registration () Choose User roles  * Grace perlod

Do you want to enable 2FA for some, or all the user roles?

When you enable 2FA, next time they login. grace
period for configuring 2FA. You can configure the grace period and also exclude role(s) in this settings page.

e

® All users
© Only for specific roles

[ comaex | sicp Setup

v

@

miniOrange 2-factor authentication Setup

T Infine Registration () Choose User roles () Gracs period

Should users be given a grace period or should they be directly enforced
for 2FA setup?

Vihen you configure ihe 27 potci © users 1o configure 2FA, nav a grace period to
‘canfigurs ZFA (users who con' 1 afier grace period, wil 2FA). Choose which
ethod youd e 1o use;

© Users should be directly enforced for 2FA setup.
-

ba enforesd graca parios expiry).

o = e
TR mg Comaan ]

miniOrange 2-factor authentication Setup

Select the Authentication method you want to configure
* GoogleMicrosoit/Autivy Authenticator

©: OTP Over SMS{Registration Required)

© OTP Over Email

© Security Questions { KBA )

© OTP Over Telegram

Era

&

miniOrange 2-factor authentication Setup

Congratulations, you're almost there...

—

Great job. the plugin and 2FA policies are now configured. You can always change the plugin settings and 2FA
policies at a later stage from the miniOrange 2FA entry in the WordPress menu.

Now you need to configure 2FA for your own user account. You can do this now (recommended) or later.

Cantigure 2A tor yoursatt | [ Cioss wizara & santigure 27a iwiar_

389 918 "

Enter a setup key =

Scan a QR code

Configure : Google Authenticator

1. Please scan the QR code below in your Authenticator app on your mobile

Save & Continue

Skip Setup

Subscriber Sudomnagodos
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W90u

) udnau

(] 2C2P Redirect API for WooCommerce
Activate | au

() a3lazyload
Activate | au

(] Advanced Custom Fields PRO
ntsor

Aagna

Accept Payment (Crediit/Debit Cards, Alipay, Alternative/Cash Payments) on your WooCommerce webstare.

703 | Tan 2C2P | awandua

Speed up your site and enhance frontend user's visual experience in PC's, Tablets and mobile with a3 Lazy Load

$u 2.7.2 | aw a3rev Software | anzandon

Customize WordPress with powerful, professional and intuitive fields.

u5.12.2 | Tan Delicious Brains | qriuazdea

ShandeTuld

Waldudiiaedatuia

Waldondiiaadatuia

Waldondiiansatuiad

4 fisubmizas Advanced Custom Fields PRO aamnuan a:

629

o enable updates, please enter your license key on the Updates page. If you don't have a licence key, plezse see detsils & pricing.

() Advanced Search
Settings | Go Pro | Tatdumu

Advanced Search Includk h Form Customizer, Search, AJAX Search & Voice Search support! Advanced Search plugin adds to
default Wordpress search engine the ability to search by content, post types, attachments from selected fields and ACF plugin fields support.

74 1,16 | Tan mndpsingh287 | anuzandua

daldeudihandatuid

Activate | au

41393 | 1Ay Gabe Livan | asuavidea

wupslafusgrTus i asyiniu \Wlaldisiansaiuia
msdsein | Documentation | Support | dalssu 2,122 | Tan Afiliatew? | anoanisa
Q fisubmivas AffiliateWr aannusa fu224.4 i
(] Al-in-One WP Migration 2 afia sy adi: = [t uf & PEEERIEL Watdendesfatuid
Activate | au $u7.81] Ton ServMask | arzazidoe
(] Asset CleanUp: Page Speed Booster Unload Chosen Scripts & Styles from Posts/Pages to reduce HTTP Requests, Combine/Minify CSS/JS files daldeudtaadatuia

dwian Version WordPress, Plugins, Theme d&ilaud ua:aanmists Plug in (1)

AJs update Version uov WordPress, Plugins, Theme dgjtaua HEoAvidu update SGlUE

Plugins
1,659 578N7S

Tt o

ua: wergwaamsia plug in A

WordPress Core
23 s18n1s

soolkanokue

1uou
1,779
F;':'Jﬂl;.\ u Themes
97 s78N1S

93.25%

wWawduns

|
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Dwian Version WordPress, Plugins, Theme 2&ilaud ua:aamists Plug in (2)

tws=tutivasowdmslbudlulatfiaoinduov Plug in oucovo:tinadnygovlkinmeiula

wautilay Balada Injector wanawauilarlaTaud By laid WordPress a1 17.000 tiu'le Taalarasnilu
iandu premium theme

doolH3UAn5U WP Fastest Cache :
miABUlsA WordPress 131 600,000 Buldsvgaloud

Uanau WP Fastest Cache {U WordPress Ao uidevciagavlis SQL injection Aaoriiloudillasumssusay
ANUgAdavaNSnaULIDHUTIUTaauaBUTHALG T WP Fastest Cache WudanduniiiwatwuanuSolums
ThaortuSulsd uaswududuuaobulsd

~ o —
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WordPress Sudomaghoides
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Security software

msiJ Security software UuduJudHSus:uU Web Server 1Juag1own ws: Security software UurinostinUsviuua:
Ada malware ua: software ljus:auAdnvuHaly

b
{' N imunify 360

the!
Clam

Bitdefender”
GravityZone

Application Level

WordPress ,Joomla
.Magento

3 Party Plug in

System Application
Level

* Imunify 360, Imunify AV
* ClamAV
cPanel Plesk * Bitdefender GravityZone

0OS Level

* windows server defender for endpoint
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Firewall (1)
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 Firewall tlluiA3pviipUsviiumsloudituu DDOS saufivmsav rule umistdngv Server upvtsTRDUTUMUIQUSs:avA Ud0U
- Firewall 0 3 sUuuu Ad Hardware ,Software ua:uuu Online
Firewall NnGguldnuAa

*  FORTINET FORTIGATE (Hardware)
* Sophos (Software)
* Cloudflare (Online)

J DNS Server / DNS ‘ j

Web Browser k Resolver J L

RIBIS9N URL WU Web wJav URL tUu IP Address Server filfiu Website
Browser U Chrome Safari

Web Server / Host

waduns

ubscriber

Database Admi

Cont
& Admin o
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Firewall (2)

A1s{Boiu Cloudflare mlalag

A1HuQ Domain A 8 NS cnuf

auvasidviu . .
2:(G Cloudflare nMMKua

-

Menitor security and performance for digitalbusinessconsult.asia. Configure products and services from the menu. DNS Setup: Full @

Review Cloudflare fundamentals 7

DNS Records

You are missing out on critical features

Quick Actions

With Cloudflare Pro a: s valuable features like WAF protection against new and mon a including OWASP,
natic image optimization. additional Page Rul ad bots from any so Run speed test
t from m cloud p
Configure caching

Under Attack Mode

Show visitors a JavaScript challenge when they visit your
24 Hours 7 Days 30 Days 12 MAY — 12 MAY site.

Devel t Mod!
Unigue Visitors evelopment Mode

Tempararily bypass our cache. See changes to your origin

495 server in reaktime.

Domain Registration
Total Requests

2.55k Registrar: Unknown

Transfer to Cloudflare

Percent Cached

3.82%

Active Subscriptions

Page Rules 3 rules allowed

Free plan
Total Data Served

17 MB

Support Resources

ANKHUQ Rule,

Monito

waduns

‘
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Hashing, Encryption data
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HSUUpaNdBuAIAUgVY:AporNs Hashings HSd Encryption data uﬁatﬁuﬁ:hﬁaqao:nqoaanldﬁo:ﬁimmsntz}mu

Digest

cryptographic
hash
function

cryptographic
hash
function

cryptographic
hash
function

cryptographic
hash
function

cryptographic
hash
function
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NS XSS scan (1)

XSS HSD cross site scripting Apnisdvansudnuidulsd lWDIU\)'\U Function U081V lUU S:UU consent banner ua:a>egn1s
I"IC'IE)\)ZU script UU server uaounnaaumiﬁmsnaunuua SnuvnAWUanangmlasnn oouuaon:)unuua Qsdvdou XSS E)EJ
LdUDHINWU XSS nU"IEI\)EIEJC'IE)\)HEJCIZU\TIU module uunun

XSS vonlkulavio
* Theme

*  Plugin

* Add on Script

5§msc153_ou‘§n XSS .
1. Zﬁ'lnﬁaoﬁa online N https://pentest-tools.com/
2. Gaaav PwnXSS

Application Level

WordPress ,Joomla
.Magento

3rd Party Plug in

System Application

cPanel Plesk

*  PwnXSS

OS Level

Windows server Linux



https://pentest-tools.com/
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M1sH1 XSS scan (2)

-
=

DD scan UdIWU3D XSS tEasIvaousdu XSS AdadvldkEall

EVIDENCE
Injected the string "pttc8f8abeb” in the URL path and it was found reflected in the response. Request / Response

Vulnerability description

We noticed that the target web application reflects user input directly in the body of the HTTP response. While this behavior does not
constitute a vulnerability on its own, it is a good starting point for looking for more serious client-side vulnerabilities, such as Cross-Site
Scripting (XSS).

Risk description

The risk is that the reflection of input without proper sanitization or encoding can potentially be leveraged by attackers to inject malicious
scripts or content in the client browser context.

Recommendation

It is recommended that a tester inspects this issue manually to find out if it can be escalated to higher-risk vulnerabilities.

® Cloud Hosted URLs

URL CLOUD PROVIDER
https://www.becookies.tech/script.js GCP p'q' °'||_GUﬂ']S

Subscriber Swdomagoiges
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Samsmsriiuuao WordPress gni3ugdou Theme Plug in
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M1sH1 XSS scan (3)

KInwuD XSS Atavdadavlanisidounui tunsednki XSS @uliuluitoalils Plugin Asset CleanUp: Page Speed Booster

N1N1S scan Wa:au script AAovavds

@ ALLCSS&JS “100ks

J

Faster & Lighter WP Site

Fewer HTTP Requests
Increased SEO Ranking \l/

More visitor retention

* Asset CleanUp: Page Speed Booster

By Gabe Livan

Details

Reviews Installation Development

Version:

Description

Last updated:
Don't just minify & combine CSS/JavaScript files ending up with large, bloated and slow loading

pages: Strip the “fat” first and get a faster website = Active installations:

ve2 ONLY NEEDED CSS & JS

Support

1.3.9.3
9 months ago

100,000+

LaunIs

2r

Database Admin

Network Admit

System Admin

- ¢
m i
m *
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s Data backup (1)

ladoe lagnisdisovdoyadudovAiiiviiv

1. dayano:dsov
2. a1, AUA
3. anundaliu

—

Bandwidth

=

nsalildu Web Server uuuts Jayafgnaisavo:galu
souluwunIatAudae

msri Data backup HEonsd1savdaya Aonisraundayatwuaeoline 13a ua:doayadudovaiuisathnduun Restore

@wandums




5sUpvAu / uAUTYKN

a1sn Data backup (2)

msdsovdayarhldnv 3 level uda: level d:181A3pvliacvAU

Application Level

WordPress ,Joomla UpdraftPlus

,Magento

3" Party Plug in

System Application

Level * cPanel Backup Wizard

* Plesk backup

cPanel Plesk

0OS Level

_________ * Duplicati
Aptik

@wandums
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Asn Data backup (3)

pleskw

4 Home

nt

ings

Home  Subscriptions

Default_Administrator Name - %

Backup Manager for example.com .-

1=l Back Up @ Upload 34 Remove

(L Schedule 5 Remate Storage Sattings

Total backups: 5, size: 615 K

@ s Creation date «

(] Q April 26, 2018 06:06 PM
(] 0 April 26, 2018 06:01 PM
@ @  April 10,2018 03:44 PM
@ @  April10,201803:33 PM
@ a April 10, 2018 02:39 PM

Total backups: 5, size: 615 K

a

Comments

Show suggestions

Entries per page: 10 25 100 All

System notes Size

-+ 1428 B
E+3 14268 B
b+ 4iKke 4
£+ 397k &
E+ 145ke §

Entries per page: 10 25 100 All

lus:Au System Application level @2 application 2:Gfdv backup IRogudd

D Files

o

‘,,..__.._L_I File Manager
_} Disk Usage

O Backup

Inodes Usage

Images

Q Web Disk

Q—ﬁ Backup Wizard
e

CJI__ Directory Privacy

Ccr_}‘l"p FTP Accounts

Tb Git™ Version Control

LaunIs

>

Contributor

Author

Editor

Admin

Database Admin

Network Admi

System Admin

Sudomnagodos

quaduidoriicioodeu liansatweuwsia

quadduidiomiionuauavausuazweuwsIdomIa

|
|
|

Samsmsriiuuoo WurdPr)ess anliua':u Theme Plug in
quadbuidomRonua

Samsmsioiuuao WordPress forua

quasbus:uuTLGaYa

quadbus:uumsidoudo

Quasuy website fomua

1



5sUpvAu / uAUTYKN

Asn1 Data backup (4)

tunisd@iadouu 0S 9:iJ software lHldonlGRaNHa1Y 16U Duplicati, Aptik $v9: backup JaualdHainkaielilawl:ud
WordPress tniuu

Duplicati > Canary MENU EEE Aptik = B
Backup Path
fmedia/te/data0/Backup Select Open
o Free Space: 433,8GB  File Sysktem: EXT4 Device: fdevfsdb
Source Data Action-

© Backup - Create backups for current system
Restore - Restore backups on new system

Choose which folders to include in the backup:

[ Backup All sections
Show hidden folders Show advanced editor
- Advanced

v £ User data
» [& L My Documents
» [ = My Music =
» [o] @@ My Pictures 2 APT Packages 7 -, Users & Groups 12 Lﬂ Themes
» [1 B Desktop
» [C1 B Home 3 [I]] oesPackages 8 @) Home Data 13 | A| Fonts
w = Computer

1 [ Repositories 6 [ MountEntries 11 Li, lcons

Launs

>

» [ = Applications 4 !g] Snap Packages 9 m Desktop Settings 14 | Miscellaneous
» [ G Benutzerinformationen —

Subscriber

Sudomnagodos

» [0] G Library

5 Flatpak Packages 10 @ Scheduled Tasks 15 || Scripts .

» [C] = Network

» [E = System
» [O1 = Users

thor

quaduidoriicioodeu liansatweuwsia ‘
quadduidiomiionuauavausuazweuwsIdomIa ‘

» [C1 E Volumes

Editor

i Settings Help About

SamsmsroIuuao WordPress gni3udou Theme Plug in

quadbuiiarnonua

» 71 = bin

Admin

Samsmsioiuuao WordPress forua

Database Admin

Network Admin

System Admin

quadbus:uumsidoudo
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Website Not secure /Connection not private

Brute force

Backdoor

DDOS

Data breach
Virus / Malware
SQL injection

Cross site script (XSS)

Man in the middle

Ransomware

5sUavanu / uAvsum

@Gadv SSL / root CA

Wasu admin path
Strong password

owlan Version WordPress, Plugins, Theme
aamisid Plug in
Security software

Firewall

Hashing, Encryption data

Security software

owlan Version WordPress, Plugins, Theme

owtlan Version WordPress, Plugins, Theme
aanisid Plug in
XSS scan

Hashing, Encryption data
owlan Version WordPress, Plugins, Theme

Security software
Data backup
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